NICK CIFARELLI

Denver, CO - 941-661-1342
nick@nickcifarelli.space- Linkedln Profile - https://nickcifarelli.space

Ambitious cybersecurity analyst with 10+ years of customer service experience looking to add value to your
company by protecting your business, your employees, and your customers. Challenges and reaching beyond
my comfort zone enthrall me, while achieving excellence in all aspects is the minimum requirement.

SKILLS

e Knowledge of SIP, ISUP, PRI, CAS and SS7
e Incident/Crisis Management

e Proficient in Azure, AWS, Linux & VMWare
e Network/Packet Analysis — Wireshark

e OSINT

e OWASP
e Proficient in Network Security and Vulnerability
Management

e Nessus/nmap Vulnerability Analysis Experience

e Proficient in analyzing syslogs, IDS/IPS, and
penetration testing tools

e Knowledge of Risk Management Framework

EDUCATION

MAY 2021

Knowledge of BGP and routing
Cisco CLI

Experience in troubleshooting VOIP and IP
networks

C++ Coding Experience - 2 years
Java Coding Experience — 1 year

Expert in mitigating time management,
organization, and attention to detail

Expert in organizing and triage of workorders
Proficient in Active Directory — Azure AD

Proficient in documentation and writing
reports

B.S. INFORMATION SECURITY, UNIVERSITY OF SOUTH FLORIDA

MICROSOFT CERTIFIED: AZURE FUNDAMENTALS, DEC 2022

CYBER THREAT HUNTING CERTIFIED, ACTIVE COUNTERMEASURES

PRACTICAL ETHICAL HACKING CERTIFIED, UDEMY, HEATH ADAMS TCM SECURITY

EXPERIENCE

NOV 2014 - OCT 2021

FOH MANAGER, IT SUPPORT, SERVER, CARMELO’S ITALIAN RISTORANTE

APRIL 2016 — SEP 2016

DESKTOP SUPPORT INTERN, ARTHREX INC.

Manage Users (MACD) in Active Directory, MDM, Customer Service, Remote hardware/software

analysis, Configuration Management.
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